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BBepeHue

Yto Takoe NAT ¥ 3ayeM OH HYXeH:
m NAT (Network Address Translation) -
<<r|pe06pa3OBaHV|e ceTeBbIX afjpecoB»

m [lo3BONSIET MHOXECTBY BHYTPEHHUX YCTPOMCTB
NCNoNb30BaTb OfMH BHELUHWIA Ny6AMYHbIA apgpec

m llcnonb3yeTcs noBcemecTHO, T.K. [Pv4-appecos
HEeAoCTaTOYHO

m [lpocTenwas ¢opma 3awmTHOro bapbepa

[Ipyrue Ha3BaHUS:

m [P Masquerading
m Network Masquerading
m Native Address Translation
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llennb u 3agauu

lenb:

liccnepoBaTb 0COBEHHOCTY MCNONb30BaHUS TEXHOMOM UK
NAT B MexceTeBbIX 3KpaHax, packpbiTb €€ BAUSHUE Ha
paboTy CeTeBbIX NPUNOXEHWUI, a TaKxXe
npoaHanuampoBaTb MeTofbl o6xofga orpaHuyeHuin NAT.

3afayu:
N3yunTb cywHocTb 1 Ha3HayeHne NAT

KnaccuduumpoaTb ocHoBHble Bugbl NAT

lpoaHanuauposaTth BAusHue NAT Ha ceTeBble
MPUNOXEHNS

PaccmoTpeTb cneunduky nocTpoeHns
P2P-coepuHennii B cetax ¢ NAT

Onncatb meTopgbl NAT-traversal
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Knaccugukanuus rno xkoHuenuuua NAT

m Ctatnyeckuin NAT — oTobpaxeHne
He3aperucTpupoBaHHoro IP-agpeca Ha
3apermcTpupoBaHHbiin IP-agpec Ha ocHOBaHUM OfUH K
ORHOMY.

m [InHammyeckuii NAT — oTobpaxaeT
He3aperucTpupoBaHHbiin [P-agpec Ha
3apermcTpuMpoBaHHbIN agpec U3 rpynnbl
3aperucTpupoBaHHbix IP-agpecos.

m leperpyxenHbiii NAT (NAPT, NAT Overload, PAT,
mackapaauHr) — ¢opma guHammyeckoro NAT,
KOTOpbIN 0TOBpaxaeT HECKOMbKO
He3aperucTpMpPOBaHHbIX agpecoB B eAWHCTBEHHbI
3aperucTpupoBaHHbii [P-agpec, ucnonbays
pa3fnnyHble NopThl.
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Network Address Translation

Host Router + NAT Server

Network \

10.0.0.1 150.150.0.1 200.100.10.1

Source IP Destination IP Source IP Destination IP
|| 10.0.0.1 | 200.100.10.1 || || 150.150.0.1 | 200.100.10.1 ||

I Changes according ...
2 to NAT N

Source IP  Destination IP Source IP_ Destination IP

|| 200.100.10.1 | 10.0.0.1 || || 200.100.10.1 | 150.150.0.1 ||

I'IOHVITEX Muxarsner MapTuH 2026-03-12 5/22



[ Stew 2: map private 1P & portto public IP & port_|

NAT Translation Table
Private IP Addr & Port| Public IP Addr & Port
192.168.100.3, 3855 145.12.131.7, 6282

a =

Please fetch
http:/fwww yahoo.com

Step 1 Step 3

Source: 192 168.100 3, 3855

(vwwey yahoo.com)

Source: 145.12.131.7, 6282
Dest 209.131.26.158, 80
(wani yahoo.com)

‘ Dest: 208.131 38 158, 80

To
Yahog

=

/\_/‘

Router_INAT

Default Gateway o0 145.12.13L7
192.168.11 (Public IP Address)

192.168.100.5 @
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NAT B MexceTeBbIX 3KpaHaXx ¥ 6e30MacHOCTh

NAT cam 1o cebe mnoBbiiliaeT 6€30I1aCHOCTh:

= 3almuiaeT BHYTPEHHNe YCTPOWCTBA OT HEOXMOAHHbIX
BXOJSALLUMX COELUHEHUN

u CKprBGET BHYTPEHHIOO TONOMNOIrnio ceTn

Ho NAT — He mnornHolieHHas 6e30MacHOCTh:

m OH He 6oKMpyeT BpeLoHOCHbIE NCXOAsLMe
COefAuHeHNs

m be3onacHocTb BCerpa fononHaeTcs GunbTpaumen
nakeToB 1 nonutukamm FW
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Knaccudukauus no tumy NAT?

Tabnuua 1: C Toykn cpeHns GyHKLMOHUPOBaHNS

Filtering \ Mapping | Endpoint-Independent Endpoint-Dependent
Endpoint-Independent | Full Cone NAT N/A?

Endpoint-Dependent . 2
(dest. IP only) Restricted Cone NAT ~ N/A
Endpoint-Dependent Port-Restricted

(dest. IP+port) Cone NAT

Symmetric NAT

2Te0peTNYECKM MOTYT CYLLECTBOBATh, HO HE BCTPEYalTCS
36onee noppobHo B RFC 4787, 5382, 5508
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Full Cone NAT

OgHo3HauHasa (B3auMHasa) TpaHCHALUUS MeXAy napamu
KBHYTPEHHWIA COKETY» 1 «NybnunyHbIn cokeT». Jlroboi
BHELLHWUA XOCT MOXET MHULMUPOBaTb COEANHEHNE C
BHYTPeHHUM XxocTom (ecnu 3To paspeLleHo B npasunax
MEXCEeTeBOro aKpaHa).

Server 1

NAT

M

Client D———>(

( Server2
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Restricted Cone NAT

TocTosIHHAs TpaHCNAUMS MEeXAY €BHYTPEHHUA COKET» 1
«nybnuyHbIn cokeT». Jllnboe coeguHeHne,
VHULMMPOBaHHOE C BHYTPEHHEr 0 agpeca, No3BONseT B
fanbHeiLwem nonyyaTb emMy nakeTbl ¢ N06Oro nopTa TOro
NyGAMYHOr0 X0CTa, K KOTOPOMY OH 0Tnpaenan nakeT (bl)
paHee.

Server 1

NAT

Client D——>(

( Server2
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Port Restricted Cone NAT

TpaHcnauma mexgy €BHYTPEHHUN COKET» U «nyBnunyHbIn
COKEeTY», Mpu KOTOPOi BXOASLUME NaKeTbl MPOXOAAT Ha
BHYTPEHHUN XOCT TONbKO C OQHOM0 nopTa ny6aMyHoro
X0CTa — TOr0, Ha KOTOPbIA BHYTPEHHWI XOCT YyXe
nocbinan naker.

Server 1

NAT

Client D———>(

( Server2
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Symmetric NAT

TpaHcnaumsa, Npu KOTOPOW KaXaoe coefuHeHue,
VHULMUPYEMOE Napoii KBHYTPEHHWUI A COKeTY,
npeobpasyeTcs B CBOBOLHYIO YHUKANbHY CRyYaliHO
BblOpaHHY0 napy «nybnuyHblii cokeT». llpm aTom
VHWUMaUNS coefUHEHNs 13 ny6rMYHON CeTU HEBO3MOXHaA.

Server 1
NAT

Client D———>(

=
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Symmetric NAT

Picky NAT .
MC Server 5.5.5.5

(® Rejected
No recent packets from 2.2.2.2:7890

Laptop 192.168.0.20 10:2.2.2.2:7890

s Server 7.7.7.7
192168.0.x 2292 ©) Accepted

Recent packets from 2.2.2.2:7890
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[Ipyrue xinaccupuxkauuy NAT

m SNAT (Source NAT) — meHsieT COKeT OTnpaBfieHuns

m DNAT (Destination NAT) — MeHsieT cokeT Ha3HauYeHus
m CGNAT (Carrier-grade NAT) — MHOrOCNO#iHbIiA

m NAT44 - IPv4 < IPv4

m NAT66 - IPv6 <> IPv6

m NAT46 - IPv4 < IPv6

m NAT64 - IPv6 < IPv4
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TpyOHOCTY [O71s CeTeBbIX MPUII0XEHUH

[Ipobnema:

NAT no ymonyaHuio He No3BonseT BXOAALLIMNE COEAUHEHNS,
ecnu He ObINoO NpeaBapuTENbHOI0 MCXOAALLEro 3anpoca.

[locnegcTBUE:

prnoxeHns, KoTopble NpegnonarawT, 4YTo Nobon y3en
MOXeT BbICTYyNaTb W KaK KNWeHT, U Kak cepeep,
oka3sbIBatoTCcAa criomaHbl B ceTu ¢ NAT.
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NAT Traversal

Yrto Ttakoe NAT Traversal:

Habop meTogoB, NO3BONSAKLWMX OBYM NUpamm,
Haxogsawmmcs 3a NAT, HaiTu gpyr gpyra v yCTaHOBUTb
KaHan CBA3M HECMOTPS Ha MEXCEeTeBble 3KpaHbl

® G]
Laptop 192.168.0.20 @ Server 7.7.7.7
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NAT Traversal

OCHOBHbIE TEXHHUKHU:
m Side Channel — gnsa koopanHauun
m STUN* — o6HapyxeHue BHewHero IP:nopT 1 Tuna NAT

m UDP/TCP Hole Punching® - «npo6usaxue gbip» B
NAT-Tabnuuyax gns co3pgaHus gByHanpaBieHHOr o
KaHana

m TURN® - Tpaduk nepenaérca yepes
cepBep-peTpaHciATop

m ICE’ - o6beaunsiet STUN + TURN n BbibupaeT
ONTUMasbHbIA MapLUPYT NOAKM0YEHUS

“RFC 8489, Session Traversal Utilities for NAT
SRFC 5128

®RFC 8656, Traversal Using Relays around NAT
'RFC 8445, Interactive Connectivity Establishment
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Session Traversal Utilities for NAT

STUN Server

Home Router I
192.168.0.x 2222 l

Laptop 192.168.0.20

You are 2.2.2.2
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Request echo from
same address,
same port

received?

Public IP.
is link's IP?

Check for firewall

Test II:

Request echo from

different address,
different port

UDP blocked

NAT detected:
Remember public IP

Request echo from
different address,
different port

received?

received?

“Symmetric"
Firewall

“Full-cone"
NAT

Open Internet

Test | (Server #2):
Request echo from
same address,
same port

Test Il
Request echo from
same address,
different port

received?

"Restricted cone"
NAT

STUN

"Symmetric"
NAT

"Restricted port"
NAT




UDP/TCP Hole Punching

Upes:

Kaxxgblii nup oTnpaBnseT UCXOAsLLMe nakeThbl
ofHoBpemeHHo Tak, 4To NAT co3gaéT TabnuuHblie 3anucu,
NPUHXMAN NocnegyoLme BXoAaLmMe NakeTbl KAk 0TBETHI
Ha ucxopsLime.

[Ipo6nemsl ¢ TCP:
m NAT moxeT otnpaBnsaTb RST B oTBeT Ha
HecywecTBytowme TCP SYN

m CnoxHocTb C NpeAckasaHuem NopToB Ans
[BYyCTOpPOHHEr0 oTKpbITUA TCP-coeguHeHus
(simultaneous open)
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UDP/TCP Hole Punching

©®

VPN Client

B8

®
VPN Client

B o

Laptop 2.2.2.2 Server 7.7.7.7
® Rejected
No recent packets t0 2.2.2.2
10:2.2.2.2
VPN Client VPN Client
Laptop 2.2.2.2 l I Server 7.7.7.7

@ Accepted Rejected
Recent packets to 7.7.7.7
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Traversal Using Relays around NAT

= Korpga npsimoe coefuHeHne HEBO3MOXHO, BCe fjaHHble
MPOKCMPYTCS Yepe3 cepBep-peTpaHCnaTop.

m Relay — camblii HajeXHblli, HO 1 CaMblii JOPOroi
(naTeHTHOCTb, Harpy3ka cepeepa)

m [lpumepbl ncnonb3osanusa: WebRTC ucnonbayet ICE:
cHavana npo6yet STUN/hole punching, noTom
nepekntoyaeTcs Ha TURN npu HeobxogumocTu

511 MNOSNIUTEX Muxarser; MapTuH 2026-03-12 21/ 22



[[pogBUHY ThIEe METO[bI

m Birthday Paradox — cTatucTuyeckuii nounck
coBMageHnin nopTos

MHoronyTeBoe npobupoBaHue NOpToB

MpoTokonsl npo6poca noptos (UPnP/NAT-PMP/PCP)
Hairpinning npu obwumx NAT

icnonb3oBaHue IPv6/NAT64

ICE - akTnBHOE NpoboBaHMe BCeX BapuMaHTOB
Relay-fallback — HapéxHas cBA3b
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Cnacunbo 3a BHUMaHue!

Laptop Laptop

«Sharing is good, and with digital technology,
sharing is easy®.»
— Richard Matthew Stallman

8Especially if you have a good understanding of NATSs...



